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T dEAA] @ FA diHslr] g UEN= v anomaly) B4 71l Hig #ile] & Eolx|x
stk olld 7l& S $18 dHole] wlelyd(data mining). 71AIE<r(machine learning), 28z W4
(deep learning) 55 &83 kgt 77} A= 9o}, £ =iellA= 5 (classification) A4S o= dl
olg] mbold 71& F 7P AHEH W F shial aEA - (decision tree)E ©]43t] NSL-KDD He]¥
AE o2 VENZA v|AA &R 7eAdes Holgrl AU A7 (over-fitting) DS dl43l7]
& Frol-AlF(chi-square) HIAEE F8] 4] £4 Ald(feature selection)s Faskar, A=i%l 13719 &
e AHEEE AAAYE mdl @7o)x NSL-KDD Al dlele] 4l KDDTest+el ®is] 84% 2]z
KDDTest-21l sl 70%2 WEH=Z v AE AFE B3ch AAE Agdes 7] A HEAYT 29 A
4 A o5 AF dHoly Alg e el AR 81% 13 64% F=3 vl oF 3% aBla 6% A7 &
245l Asjc}
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ABSTRACT

Recently, there is a growing interest in network anomaly detection technology to tackle unknown attacks. For this
purpose, diverse studies using data mining, machine learning, and deep learning have been applied to detect network
anomalies. In this paper, we evaluate the decision tree to see its feasibility for network anomaly detection on NSL-KDD
data set, which is one of the most popular data mining techniques for classification. In order to handle the over-fitting
problem of decision tree, we select 13 features from the original 41 features of the data set using chi-square test, and then
model the decision tree using TensorFlow and Scik-Learn, yielding 84% and 70% of binary classification accuracies on the
KDDTest+ and KDDTest-21 of NSL-KDD test data set. This result shows 3% and 6% improvements compared to the
previous 81% and 64% of binary classification accuracies by decision tree technologies, respectively.
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ALE, A, 2E]a HQ1e] daFAEe]

Boll B8 o|&gtel webA ekt F3e FAAE
2HE VEYIE A HEshe A

7148wt oz} 9] AQlelAl A= A WA 34
AE HAoh AYEAA2E(IDS:  Intrusion
Detection  System)Z  AYWA A== (IPS:
Intrusion Prevention System)& &le|dle] <
2% A5 2 vESAE dARTE HIs] )
& ARS-E = 7 A<l Bekah] o)

2o AMEE A 9le W9 IDS/IPSE o9
Al A5 A F o= FH (rule) T A
YA (signature) & APl FRI8LaL o] & 7|Eo R
A4S HA = FA-7HHE-E misuse) A 7]
Solt}, webd] 34 drle] Al & Xqiﬂ% o
% 374 (known attacks)Sel w3t
& (false positive) 2 “]%E(false
negative))< - -3k vt ol2fdk -
714k IDS/IPSZE  48A1x] & FHokA
(unknown vulnerability)elt} &2 o}#] 3
~Z 29 (exploits)& H3l7] S8t F3 o] wi=d
%] & “AZ-uvlo] FZ(zero-day attacks)”
%5 "™HE ¥4 (polymorphic malware) = &

7bseieh(1,2]). ol=lt EAAE S5
71 98l AdEdl ®Bolb AFelx= wAA
(anomaly) #HZ 7|&el 42 S Helx it}
A &2 72 A 9l HE Z2aky]
(profiles) S #FH3la o]& TAZ FTHYRE al
3 WA E = RN A9E FREE 7l wet
A FAC gt exk 2 e gEe] wWig 2 &
A& 7FA AL 9leh2).
v]AAF 71ak IDS/IPSY 7H4 & g
2 AFEE Fol7] fl&A o]y vle]d(data
mining), 7|A&<s(machine learning), Z&|x
J#9d(deep learning) 7|55 43 d+43
o] At dzt 8 HEE L Qlvh B
A dlelE] ol 7 FellA 7 wol AMEE
AEAUFE(DT: decision tree)& AHE3le] |
E-‘?’Jﬂ WA AZ 7Feds AABtaA g &
. DTE IDS| #43 712 4A7(3,4,5,6,7)E°]
J_zﬂa]-x]u} B R o]5 ATAztEe] 24
A A-sta s NAAstaA} gt

e}
HEH=Z nAA AES 4% DTE
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e e 2

o] Lo e
" v X k=4

2l 8]

QoM mds SsATl 7k o2 AY
g3ty 7|Ee W dTse
DARPA 98 Lincoln Lab 7} dojg Al
(DARPA Set)& &3 2 A3 dlo]e] Aoz ALg
3 $toH(7). ol ol AL oo wAS F3l
A135] <Al 'Knowledge Discovery and Data
Mining Tool Competition’e] Heo]e] A (KDD
Cup 19992 Aoz Arg=Eem(8), &
ol we F5%E dz=E AAste NSL-KDD
dloje] Moz SAFEATHI). & =FolM AL
NSL-KDD dleJg] A&  F&H  dHeolg] Al
KDDTrain+¢ KDDTrain-, Z2]a. A3 dlo]¥]
Al KDDTest+<} KDDTest-212 % A=
t}.

Tavallaece et al.[7)& C4.5 DT dxg=g
AHgste]  KDDTest+el  ®isl  81.05%¢t
KDDTest-21l sl 63.97%<] 54 ¥4 A=
(accuracy)& AlFstsict. &, dlolg vieo|d 7]
<3} 7|ASGS HE3 IDS A Aol dlo]E
A Lo v AFAE AT HE SA
Al (feature selection) ¥ &4 34 (feature
reduction)el W& A= A= AcH10,11,12].
53] DT 249 7%, &3 dlolel Ao FHoi=st
(over-fitting) s} 7§ glm o]= <l AA
dle]e] Aol ek
o}, &4 4= o

N2

[

7
+5 | ZFasles A Hel
d Sae oleldt Tjr"ﬂzﬂ TAARE SEE]
A8 o f-8g AIHLE AREE] gtk £ =
oAM= Ale]Zl= (Scikit Learn) #holBe](13)
7t Agshe lol-Al d~EE AREE| DT
25 AFEE d& 4 de 1370 $A4(NSL-KDD
dlofe] AL 41719 £4E AP S Adsidct. =
g S48 SRS ARSEte] Ale|zlRle] AlFsle
Y 2% (Gini impurity) (14)el] 98 DT =
88 E3 KDDTest+el sl 84.04% 22l
KDDTest-21¢l 3] 70.03%%] ¥4 HE A=
£ At

ARl o]o], A2A oM B E=EolA A=
NSL-KDD dlele A9 FHeh £4 3 7«3t

—|—‘E1_‘4 ﬁ}i

t} A3 A= B AT At DTE o] F
g4k MEY = vAA AEE A3 7|2 A A
o} FAAES ZHEFs] doliot. A4 E HIA
Z 2% (TensorFlow) (15,16)9} Alo]zl#A-& o] &3]
%4 E49F DT 2d®S Adse AAE A9yt
3, NSL-KDD A& dloJe] As thatozm HIgx
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(accuracy), AHXE(precision), &L (recall)
2813 F1-4(F1 score)S ¥oliozx DT &
Lo 2 UESNZ v AE 7Heds Hald
iAo 2 A|5A oA AR 9 g5 of - ubsko||
3 71&sksie).

Il. NSL-KDD CGi[O[E{ Al

AT 2 TS o843 H2ld (deep
learning) 71&7Wdel olo], F4g ¥4 2 A
dole]  Als A3}
NSL-KDD dleJg] Al =
FElE 52 IDS/IPS Ass 7k o A AAA
o2 7 wel AMEE AR dEA gt
(7.8,9). & #olx& NSL-KDD &3 % A

A
5)
=
ole] Ale] F& 54, = dole Ao FiF, A=
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2.1 HIOIE] Mo BF

NSL-KDD dle]e] 41 KDD Cup 1999 ®lo]
g AUl FEEe] EAske dZE (records) (R
H3e0] 70%) 5 AAT AZL dolg Aot o]
g3t FEE dI=Ee g5 duege] A WA

£ dz=e HAdk(bias)EHe] FHHA A A5
WAE 2] ok HZEES SpetA] RelA d W
gkoopel, AlF dlold Aol F5E HI=ER Ql
a AA Ass ANEstEAl "o T). g
NSL-KDD dle]e] Al o]d wAE 83k 7]& o
TAINEE AA AeE FErie At "

NSL-KDD dle]e] A& F 712 f3e] ¥4
Alg dlele] Alg Al KDDTrain++ %
3 #HolBe = A FH dolg Ao
KDDTrain-= KDDTrain+2 20%S *3sl=
Fal dlolg] Alo|r}, B =FelAe A4 4 dlo]
B 4l  KDDTrain+<% ARgsiglch &,
KDDTest+2 3459 #deol&s g3t A A
§ dlo]e] Ale]x KDDTest-21% KDDTest+oll
A odelm £ 218 AlAG Al dlolE Ale]r)
Wolm £F 212 ¥4 AEe] M 4% dRsE
oulgitl, webx] KDDTest-21 A3 dlolg] A&
AHgsle] Aloket mdlo] 45-S Hrlstd A AlE
dZ=s %33l gle KDDTest+ A3 dlo]E]

RN e

Ir K

Table 1. Details of normal and attack data of
NSL-KDD data set

KDD KDD KDD
Train+ Test+ Test-21
Attacks 58,630 12,833 9,698
Normal 67,343 9,711 2,152
Total 125,973 22,544 11,850

AL AR A Aedc) Yol Zlojot
NSL-KDD ## doJg Al e+ neptune,
mscan 223 mailbomb 53 #& 247 ¥4
elgls sl 9lem A|g dlole] Al Welle 7}
Ao 14709 AEE 34 ebylo] E3hE e gt
uetd VEHZ vA AE A5 Flsb] sl
A ke A] Al dlele] Mg Algslof itk & &
A delee] dF-5 A7 deleE AR o]v]
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Service) 34 78 F& VEHa AdEs 27

A7l 34, (i) R2L(Remote to Local) +4:
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7wy 9n ZZ2$-(buffer overflow) 5243 2
< 24 $9FA (root) HIY vdlF AL 34
5. 282 (iv) Z2%(Probing) 34: 32E ¥
< ZE 20 FAe] gtk o} Table 1.2 7t d
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4171¢] %A (feature 2+ attribute)& 7HAlct.
olg HAEL ¥ =iex DT =] 33 HH
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gho Agse] vhewt o] A A A 2o R
EHE 4 9l

(i) 7]*(Basic) &A: TCP/IP 4172 An=z¥
AH F2 F 9= 4. dE E¢, Table 2.
oA AAA LA 7 H(duration), ZEREZ gy

(protocol_type) 32 Au]x f3 (service) 5]
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(i)  EWF(Traffic) <S4 9= I3
(window interval)< 71522 AXtEE §4. o]

W, 9% T+ 2% A7 TS 2= AT
Ax(time-based window)$} 100712 <1
e 3= 14 7%
(connection-based window)7} <t}
A5 Yel| bl A4 (e dzer) AR
15 +73hk= W 94) ¥ 543 %
Zhe AAEC w8t F EAAE 74
Y $~E(same host)” 43 dA ¢
e QAAEe dig 574]*1
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Ef &4 409 23 - TH: A% P7]
Y I~E &4 TS AZPIE A
2 &4, CH' A4 71E d=59
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S 1S o], Table 2.°l4]
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Bz ZAolely g}, oq]~ £}, Table 2.°l4
num_failed loginse 219l A% A3 35S

e}
Table 2.+= NSL-KDD dlo]g] A 41 &4
% A¥E woEn Eel MY LER BUL oY

&Ado] &g Fhe|e] S Jepdc). wahd kellx] A
wak mle} o], FUI dZ F(number of
connections)etal s|= Zh7he] &4 sle| el uf

2hA v SR #E 2 "o

Table 2. Example of NSL-KDD record
features(Column ‘Cat’: B - Basic features, TH -
Time-based window of the same host features,
TS - Time -based window of the same service
features, CH - Connection-based window of the
same host features, CS - Connection-based
window of the same service features)

Feature description Cat
. number of seconds of the
duration . B
connection
protocol type of protocol,
. B
_type e.g. tcp, udp, icmp
network service on the
service destination, e.g. http, B
telnet
count number of connections TH
serror % of connections that have TH
"SYN” errors
srvfgoun number of connections TS
srv_serr | % of connections that have TS
or_rate "SYN” errors
dst_host number of connections CH
_count
dst_host % of connections that have
_Serror_r ” ” CH
SYN” errors
ate
dst_host
_srv_cou number of connections CS
nt
dst_host % of connections that have
_Srv_ser ” ” CS
SYN” errors
ror_rate
num7f311 number of failed login
ed_login C
S attempts
num_out number of outbound
bound_c commands in an ftp C
mds session
. 71& 47
MZolA odFet wlel o] 7AE: 2 S
71es &4 EHZ vA} &7 dF= vlg o
FaiA AaEe] SHIT). SR, B AelAe B
=i A4 ddte] sl= DTE 7wkes zls
A 71ze) vEYa gy B 7%t A s

71419
A3 FA A 913 HA F4 71l A
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uk ol g3t
3.1 QAIZHELIR(DT: Decision Tree)

PHEAAH-DT)=  2xHA 74 (decision
rule) S Wz A7kElske] BAITAbe] e A
e g N e 2 Ef(classification)dtA
v 3 (prediction)s F3ske  EAuH ol
Fig.1l.olA B wle} o] DT+ oz A9
(alternatives) % 3htE Adshs /A x=
(branch node)$} 3w 98 HzZ=9 oL (2
Zel)E xdsle I k=(leaf node)Z A

£ s gAY o
X = (x), 9, 2,) o X F2 do] g e

N
HN
o
fitl
>~<
§
Es

° = =

HZE E37} "o} oy DTE o] 83 e o
53 7

(i) e X o] shte] S8ieE Adsta 2 &=
Hulgol ek 71 3 ﬂ?‘fiu‘r.

(i) AA g dlolg] e Ad" 57w
] 71E FHEcoh 2he tﬂol B 253 2 dole
Fo vt

(iil) 279 A4 ez A8 (1), (1) DAL §
Fate] ak9] A T E QA AP k=
7HA ZEl2=8] dlele vt EAEH o o] A4 k=
WA WA A8

DTE Wi F2(53HHSs Ad)E s o]
rE 7FE e 743}7] A7k v chekdt ERAtE
o2]Zo] gleb(5). Ross Quinlandl <& 7=

3]

ID3(Iterative chhotomlser 3= HFH

.
 x<a; )
™ - \/

—
True//\ . False
¥ \_\.':__
R -m ~
(% az_/.n ( e<as /_.
T T False
True \ False True|
e W b N
- p -, - . -~ ~
(x,_ Y1 _1_/-' 'f(\? fﬁa_a!{/' 'i\ e ) C 7_3"3 ) w,
True / \ False
_ e A
-~ ™~
v D e )

Fig. 1. Simple example of Decision Tree

(categorical) ZX% kol wisfl 71 & AHHo]
(information gain)< "tE+s WFY &A%
=4 wjxsE oA Z (multiway) Y5
%4 (feature)E0] HF=A] W3 o|ojopdlt 7}
F ID3¢] & F5317] 913l C4.5+= A5A

7S o]AbAQl (discrete) TZFoE o] 2%
stoich, w3 C4.5% if-then 739 Y3722

3 7 A AR AAlsle] Ag= T/H
AAgkt. CART(Classification  and
Regression Tree)¥ C4.59 w|$- frAlsln] E5F
9} o)=(3)9 regression) BT AFd} A
CARTE $A3 715 3 ARgs o3l
(binary tree)& AAshy 72 k= Hd AR
55 whEe] i} B QoM AR Alo]lE 9
DT (Z¥2~": DecisionTreeClassifier(14))+
CART <tw]Z8 Al&sly glon W mMis
A3 etk whetA B Aol dely A
g A& B8 W5 WS FES olikHal A
o= wrgste] AMg-gh}

M 2

o

o r°1'

M ox W A off L

3.2 QAIZELIR(DT: Decision Tree)E 0|28t
HIER/T HIAA 2HE I

DT+ ®F(classification) A& 23] ¢
3}1 7 g A o2 AMgEo] 2 dlo]E] mle]y 7]&

% 3rH3.4.5.6.7). DT+ "HIE, & 24}
er?i.”»ﬂ W7 5 og] olell AA spHSIHA AMEE
o sit} elefd DT #57 wAE WEH= vAA
gRlof] ALt vhge] odFEe] &Ml J. Lee
et al.[5]& DT 7]&S A& vE = v A
% 7FsA& KDD dlele] A& &4-3le] AAHS
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st gleh. skl Qtol|x] olgFEk wiel Fro)
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A dEZ A eele A & 5 )
el o5 A7 DT AxE T 5 e ¢
A8 okygZo] 27l FQs)t)

Hota®} Shrivas(6)= C4.5% ZEg3+ vhefst
DT <x2l%3} Info Gaing 38 tjfdt &4
A dye]ES A8t KDDTrain+ Helg Al
of Wit AI}=E AAEKI olES
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oo B [ oy 3O
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Zainal et al.(12)2 IDS/IPSe| Al&EH+= dH
B EAE FolA d% S5 IDS/IPS AA

FgAloln] o]9le] EATE Hixloln] wWrlZ
& vAA] wderta FAseh o]E2 Rough
t o] 2& AHEsle] KDD dHeole] Al 5 a3
ASL Adstz o2 AxE A4 sk ds
Hota and Shrivas(6)& <kellx] g3t nie}
o] K o5} & thakgk £A Ald 7S H43
o] NSL-KDD dloJg] Ale] 43 A= A A3}
=

°]
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<
Se

m Fﬂ Jlm

V. HIMEERL ALO|2&(Scikit-Learn)2
ges DT 2

B ERAE 9E 2n ARG FAES AT

sl 'AE2(15,16)9 chfst 71AISr e 2o

HalglE AlFshe AelBRE(13,14)s AHSEke

23l Fig.2.& DTS AAsks A

NSL-KDD N Pre- Feature CART N Decision
Data set Processing Selection [ ~| algorithm tree

Fig. 2. Process to make the Decision Tree
4.1 dMA2| 2t

NSL-KDD dleJg] A HRZ=FL 41749 %
A3 40708 FAERIE HelE R 7?*]5’— o
o} & m=rellA] ARSERE AbelFlE e F8 Ele]By
= W3y 5SS AgsA] B} EL]»E}H
Fig.2.¢] A A =4 (pre-processing)< 53l
HaEd el £AE(protocol_type, service,
flag)s sAH(int) ez dfx|ghc} =dk 2 =
wllMe A e S 3 aFHEE
(multi-variate classification)3l= Zle] oz},
Ak 37 oRut A&t 221 EF(binary
classification) 8 X2 g} uleld A Ael o
A& &3 NSL-KDD dle]e] A2 74 e o]
=& AHA(normal)® ¥4 (attack) WS He=

Pz

DTE #ehd 3 (over-fitting) she ©E Ho)
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4 dlole] Aol A}

A A wARE dRitAfo] ®ejx Al A3 dlelH
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7] 913 BEEE HolFEr) olv
< AHgste] kE 24 d5H
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i 3
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X' = SelectKBest(score_func, k) wit
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Table 3. The 13 significant features selected by
feature selection(Column ’'Cat’: B - Basic
features, TH - Time-based window of the same
host features, TS - Time -based window of the
same service features, CH - Connection-based
window of the same host features, CS -
Connection-based window of the same service
features)

Feature description Cat
. number of seconds of the
duration . B
connection
network service on the
service destination, e.g. http, B
telnet
flag normal or error ;tatus of B

the connection

number of data bytes from

sre_bytes source to destination B
dst_bytes number pf bytes from B
destination to source
. 1 if successfully logged in:
logged_in 0 otherwise C
count number of connections TH
serror_ra % of connections that TH
te have "SYN” errors
STV_Serro % of connections that TS
r_rate have "SYN” errors
dst_host_ number of connections CH
count
dst_host_ number of connections CS
srv_count
dst_host_

serror_ra % of connections that CH
te have "SYN” errors

dst_host_ % of connections that
SI'V_Serro ” ” CS

have "SYN” errors
r_rate

&4 & AH8g DT 2d9$ DT-13¢]eka #-Ect.
AgE 1370 £4 (Table 3.)S AER, o4l 7
2 &4 2w B/, (), TH(27H), TS(1
), CH@2W), z=lar CS2M)el &3 $4E0]
Aoy gpedebA] HkdE o] ola= #lE ¢ sirt

N
w
H
e
oY
ol

DT =g o3t &5 ‘5“‘0 A7) 43l
2F38 4 (confusion

=)
oY)
&
=.
><
< o
o
frt
2
o,
Tis)
1 fo

(precision), &&

a8y AExel AL zIHel f1-Hs
(fl-score) 5= 4% & 9t} ol& 449 A5
A FE= 221808 (confusion matrix) Table 4.8
S o o] Ak 4= 9l
TP
AT = -
°= TP+ FP
- TP
A &= ——"
1e& = Zp v
A TN+ TP
TN+ FP+ FN+ TP
TP
P
=87 = o (N 7P 2
Table 4.9 S apefE ol A TN(True

Negative)> #Helge] A2 A" HI=F
DT =mdo] AR AR  oF3 A
FP(False Positive)& #lo]&o] AAtez FAH
Hd37es DT Zde] FAoR A% o3 A
FN(False Negative)d #Ho|&o] FAoR FA
" H3z=s DT 2de] Aow X o33 4
Z28]3 TP(True Positive)& #lo]Eo] F42
FAE HZeZ DT 2do] 3407 A o
g A$E 27 i

Table 5.9} Table 6.& NSL-KDD ©lo]e] Al
o A1 &4 2% AH8E DT =2d=(DT-41)%

% Hﬂ T{o

Table 4. Confusion matrix

rediction
Label Normal Attack
Normal True False
negative(TN) | Positive(FP)
False True
Attack negative(FN) | Positive(TP)
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Table 5. Performance of DT-41 on KDDTest+
data set

Cat Precision Recall fl-score
Normal 0.68 0.97 0.80
Attack 0.97 0.65 0.78

Avg 0.84 0.79 0.79

Table 6. Performance of DT-41 on KDDTest-21
data set

Cat Precision Recall fl-score
Normal 0.29 0.87 0.44
Attack 0.95 0.54 0.69

Avg 0.83 0.60 0.64

Table 7. Performance of DT-13 on KDDTest+
data set

Cat Precision Recall fl-score
Normal 0.75 0.95 0.84
Attack 0.95 0.76 0.84

Avg 0.87 0.84 0.84

Table 8. Performance of DT-13 on KDDTest-21
data set

Cat Precision Recall fl-score
Normal 0.36 0.81 0.49
Attack 0.94 0.68 0.79

Avg 0.83 0.70 0.73

Table 9. Comparing accuracies of DT models

Cat DT-41 DT-13 (71
KDDTest + 78.85 84.04 81.05
KDDTest-21 59.78 70.03 63.97

Table 10. Recalls of DT-13 according to each
attack types on NSL-KDD test data set

Category KDDTest+ KDDTest-21
DoS 88.32 79.96
R2L 33.58 33.58
U2R 19.5 19.5
Probe 88.68 88.59
& o)$- ojz e 2hje] B o}
Lee et al.(5)& o5 ¥ 7I¥] 34 #3¥=
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Table 11. Performance (recalls) comparison

Category KDDTest+ (5]
DoS 88.32 71.3
R2L 33.58 51.15
U2R 19.5 58.7
Probe 88.68 78.45
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